
 
Office of Audit Services and Management Support 

 

MEMORANDUM 

 
To: Lisa E. Early, Families, Parks and Recreation Director 

Conrad C. Cross, Chief Information Officer 
 
 

From: Beryl H. Davis, CPA, CGFM, Director 
 Office of Audit Services and Management Support 
 
 

Re: Follow-Up Audit of CLASS Application System (Report No. 08-04) 
 
 

Date: December 17, 2007 
 
 

Attached is a summary of the status of recommendations as determined from our follow-up 
review of the Audit of CLASS Application System (Report No. 07-07), issued February 2, 
2007.  Our review procedures consisted of staff inquiries, examination of certain documents 
and a review of the status of the recommendations provided by management.  
 
Our follow-up was made in accordance with generally accepted government auditing 
standards, except that we did not perform substantial tests of evidence supporting the replies 
from the officials responsible for resolving audit findings and recommendations.  Two of the 
recommendations were directed to the Office of Audit Services and Management Support by 
the consultants with whom this audit was co-sourced; we have included the current status of 
these recommendations in this report. 
 
Fifteen of the 25 recommendations in the original report were implemented, 
five are partially implemented and the remaining five are planned for 
implementation. The following table summarizes the status of the 
recommendations according to the priority noted in the original audit report: 
 

 Number of 
Recommendations 

 

Number 
Fully Implemented 

High 11 6 
Medium 8 5 

Low      6__      4__ 
Total 25 15 

 
Of the five high-priority recommendations that are not fully implemented, the Families, Parks 
and Recreation Department plans to fully implement the following four recommendations 
with a scheduled CLASS application upgrade in December: (1) the elimination of Single Sign-
On authentication; (2) utilization of additional functions/modules; (3) further investigation of 
duplicate customer accounts; and (4) improvement of segregation of duties.  Also, the 
Department has partially implemented the remaining high-priority recommendation to 
reduce the amount of manual cash collections and has reported that it plans to install a 
sample receipt sign to alert customers to obtain receipts at cash collecting sites. 
 
 



We express our thanks to the officials and personnel of the Families, Parks and Recreation 
Department and the Technology Management Division for their cooperation and prompt 
response to the follow-up request. 
 
On a City-wide basis the status of all high and medium recommendation not fully 
implemented are reported to City management quarterly.  We encourage the management of 
the Families, Parks and Recreation Department and the Technology Management Division to 
fully implement the remaining recommendations. 
 
Emily Rouse, Auditor II, performed this follow-up review under the supervision of Mona 
Mellon, Audit Program Manager. 
 
BHD/er 
 
Attachment 
 
c: Honorable Buddy Dyer, Mayor 
 Byron W. Brooks, Chief Administrative Officer 
 Deborah Girard, Deputy Chief Administrative Officer 
 Joseph M. Robinson, Chief of Staff 
 Rebecca W. Sutton, Chief Financial Officer 
 Kevin J. Edmonds, General Administration Department Director 
 John A. Matelski, Deputy Chief Information Officer 
 Rodney I. Williams, Recreation Division Manager 
 Denise M. Aldridge, Parks Assistant Division Manager 
 Joseph A. Hinely, FPR Administrative Coordinator 



REPLY AND IMPLEMENTATION SUMMARY-FPR (HIGH) 
FOLLOW-UP OF AUDIT OF CLASS APPLICATION SYSTEM 

 

CPN = Control Procedure Number of Co-Sourced Auditors’ Checklist 

 

 
RECOMMENDATION 

 
RESPONSE 

CURRENT 
STATUS 

IMPLEMENTATION 
DATE 

AUDITEE 
COMMENTS 

 
1. The Families, Parks and 

Recreation Department, with the 
assistance of the Technology 
Management Division, should 
configure the CLASS System to 
eliminate Single Sign-On (SSO) 
authentication.  (HIGH) - CPN 
69 

 

Concur Planned for 
Implementation 

December 2007 Will implement with upgrade 
version 6.04. 

2. The Families, Parks and 
Recreation Department, with the 
assistance of the Technology 
Management Division, should 
change the current password 
complexity requirements to 
conform to industry best 
practices.  (HIGH) – CPN 71 

 

Partially Concur Implemented December 2006 Technology Management has 
implemented the following 
password requirements which 
exceed industry standards.  The 
settings are as follows:   
 
Password History:  24 – the last 
24 passwords cannot be used  
 
Password Length: 8 – the 
password minimum length is set 
to 8 
 
Password Age: 90 days – all 
users must change their 
passwords after 90 days 
 
Password Complexity: Password 
complexity remains off.  
Passwords are case sensitive 
and there must be a 
combination of alpha and 
numeric, however, we do not 



REPLY AND IMPLEMENTATION SUMMARY-FPR (HIGH) 
FOLLOW-UP OF AUDIT OF CLASS APPLICATION SYSTEM 

 

CPN = Control Procedure Number of Co-Sourced Auditors’ Checklist 

 

 
RECOMMENDATION 

 
RESPONSE 

CURRENT 
STATUS 

IMPLEMENTATION 
DATE 

AUDITEE 
COMMENTS 

 
mandate that special characters 
(*&^%$#@!) be used.   
 
Minimum Password Age: Zero – 
The minimum password age 
must remain at zero, otherwise 
Call Center and Security staff 
would not be able to conduct 
password resets. 

3. The Families, Parks and 
Recreation Department, with the 
assistance of the Technology 
Management Division, should 
change the CLASS Administrator 
password and ensure that only 
two individuals have access to 
this password.  (HIGH) – CPN 
73 
 
 

Concur 
 

 

Implemented October 2007 Password changed December 
2006 and envelope delivered to 
TM October 2007. 

4. The Families, Parks and 
Recreation Department should 
consider utilizing the CLASS 
system functions/modules that 
are available in the current 
version that have not been 
implemented.  (HIGH) – CPN 
169 

 

Concur Partially Implemented June 2007 
 

January 2008 
 
 

December 2007 

Quick Rez – implemented. 
 
Finance Import Module – 
planned for implementation. 
 
Upgrade application – planned 
for implementation. 
 
Dashboard Module  - no longer 
available. 
 

 



REPLY AND IMPLEMENTATION SUMMARY-FPR (HIGH) 
FOLLOW-UP OF AUDIT OF CLASS APPLICATION SYSTEM 

 

CPN = Control Procedure Number of Co-Sourced Auditors’ Checklist 

 

 
RECOMMENDATION 

 
RESPONSE 

CURRENT 
STATUS 

IMPLEMENTATION 
DATE 

AUDITEE 
COMMENTS 

 
5. The Families, Parks and 

Recreation Department should 
investigate the 4,000 duplicate 
customer accounts identified in 
the CLASS database.  (HIGH) – 
CPN 170 
 
 

Concur Partially Implemented Ongoing This is a continuous process 
(initial 600 pages is down to 
approximately 400).  This will 
reduce significantly when 
upgrade is implemented in Dec 
2007-will allow merging of 
organization and team accounts. 
 

6. The Families, Parks and 
Recreation Department should 
continue to follow through on 
disciplinary actions and 
documentation when policies 
and procedures relating to 
manual cash collections are not 
followed.  (HIGH) – CPN 160 
 
 

Concur Implemented October 2006  

7. The Families, Parks and 
Recreation Department should 
improve segregation of duties 
between the receipt, recording 
and custody of cash.  (HIGH) - 
161 
 

Concur Partially Implemented April 2007 
 
 
 

February 2007 
 
 
 

December 2007  

Reduced cash – posted credit 
card stickers at all sites. 
 
 
Increased frequency of surprise 
cash counts. 
 
 
Planned for implementation 
with upgrade – Planning the 
segregation of daily cash 
balance report duties from the 
deposit function. 
 



REPLY AND IMPLEMENTATION SUMMARY-FPR (HIGH) 
FOLLOW-UP OF AUDIT OF CLASS APPLICATION SYSTEM 

 

CPN = Control Procedure Number of Co-Sourced Auditors’ Checklist 

 

 
RECOMMENDATION 

 
RESPONSE 

CURRENT 
STATUS 

IMPLEMENTATION 
DATE 

AUDITEE 
COMMENTS 

 
8. The Families, Parks and 

Recreation Department should 
reduce the amount of manual 
cash collections.  (HIGH) – CPN 
162 
 

Concur Partially Implemented April 2007 
 
 
 
 

August 2007 
 
 
 
 

 
November 2008 

Reduced cash by increasing 
awareness to accept credit 
cards.  Posted credit card 
stickers at all sites. 
 
Application Coordinators (i.e. 
Super User group) will work 
with Fiscal office to determine 
ways of reducing cash 
transactions. 
 
Will have signs made and 
installed of a sample receipt to 
make it more likely that cash is 
recorded. 
 

9. The Families, Parks and 
Recreation Department should 
identify an employee whose sole 
responsibility will be 
maintaining, training personnel 
on, and supporting the CLASS 
application.  (HIGH) – CPN 6 

 

Partially Concur Implemented August 2007 The FPR Admin Coordinator 
has been assigned these 
responsibilities. 

10. The Families, Parks and 
Recreation Department should 
consider identifying the 
employees that are the most 
knowledgeable in each module to 
serve as support for the CLASS 
application. (HIGH) – CPN 6 

Concur Implemented August 2007 The Super User Group has 
members that specialize in 
certain modules and have 
monthly meetings at a 
minimum. 
 
 

 



REPLY AND IMPLEMENTATION SUMMARY-FPR (MEDIUM) 
  FOLLOW-UP OF AUDIT OF CLASS APPLICATION SYSTEM 
 

CPN = Control Procedure Number of Co-Sourced Auditors’ Checklist 

 

 
RECOMMENDATION 

 
RESPONSE 

CURRENT 
STATUS 

IMPLEMENTATION 
DATE 

AUDITEE 
COMMENTS 

 
1. The Families, Parks and 

Recreation Department should 
track CLASS software support 
calls, in a way similar to the 
Technology Management 
Division’s (TM) tracking method.  
(MEDIUM) – CPN 1 

 
 

Concur Implemented September 2007  

2. The Families, Parks and 
Recreation Department, with the 
assistance of the Technology 
Management Division, should 
update job descriptions for FPR 
and TM staff to clearly delineate 
responsibilities related to the 
CLASS application.  (MEDIUM) 
– CPN 2 
 
 

 

Concur Planned for 
Implementation 

December 2007  

3. The Families, Parks and 
Recreation Department should 
implement a formalized risk 
assessment approach as it relates 
to the CLASS system and 
associated manual cash 
collections.  (MEDIUM) – CPN 
14, 15 

 
 
 

Concur 
 

 

Planned for 
Implementation 

To be 
Determined 

To be developed under 
collaborative efforts with Audit, 
Risk Management, Technology 
Management, and FPR. 



REPLY AND IMPLEMENTATION SUMMARY-FPR (MEDIUM) 
  FOLLOW-UP OF AUDIT OF CLASS APPLICATION SYSTEM 
 

CPN = Control Procedure Number of Co-Sourced Auditors’ Checklist 

 

 
RECOMMENDATION 

 
RESPONSE 

CURRENT 
STATUS 

IMPLEMENTATION 
DATE 

AUDITEE 
COMMENTS 

 
4. The Families, Parks and 

Recreation Department should 
adopt a methodology for 
upgrades to the CLASS system 
and utilize the most current 
version of the software.  
(MEDIUM) – CPN 15, 172 
 

Concur Planned for 
Implementation 

December 2007  

5. The Families, Parks and 
Recreation Department should 
obtain training for the CLASS 
administrator to begin reviewing 
audit logs on a regular basis.  
(MEDIUM) – CPN 83 
 

Partially Concur Implemented October 2007 FPR reviews audit logs with 
CLASS as needed as advised by 
the CLASS vendor; last reviewed 
in October.  Other CLASS users 
informed us that they do not 
utilize audit logs on a regular 
basis. 
 

6. The Families, Parks and 
Recreation Department should 
consider a pilot program for on-
line booking of and payment for 
facility usage.  (MEDIUM) – 
CPN 110 
 

Partially Concur Implemented December 2007 Research from other CLASS 
users indicates online booking 
not successful, however, inquiry 
access to facility booking online 
helpful-will implement with 
upgrade. 

7. The Families, Parks and 
Recreation Department, should 
provide regular training 
opportunities for both new users 
and on-going training for 
existing system users.  
(MEDIUM) – CPN 171 
 

Concur Implemented October 2006  

 



REPLY AND IMPLEMENTATION SUMMARY-FPR (LOW) 
FOLLOW-UP OF AUDIT OF CLASS APPLICATION SYSTEM 

 

CPN = Control Procedure Number of Co-Sourced Auditors’ Checklist 

 

 
RECOMMENDATION 

 
RESPONSE 

CURRENT 
STATUS 

IMPLEMENTATION 
DATE 

AUDITEE 
COMMENTS 

 
1. The Families, Parks and 

Recreation Department should 
require all employees responsible 
for cash management to take at 
least one continuous week of 
vacation on a yearly basis.  
(LOW) – CPN 165 
 

Concur Partially Implemented December 2007 A tracking system is being 
developed. 

2. The Families, Parks and 
Recreation Department should 
develop a customized procedures 
manual to utilize the functions 
within CLASS by consulting with 
CLASS and other municipal 
users.  (LOW) – CPN 168 
 

Concur Implemented August 2007  

 



REPLY AND IMPLEMENTATION SUMMARY-TM (LOW) 
FOLLOW-UP OF AUDIT OF CLASS APPLICATION SYSTEM 

 

CPN = Control Procedure Number of Co-Sourced Auditors’ Checklist 

 

 
RECOMMENDATION 

 
RESPONSE 

CURRENT 
STATUS 

IMPLEMENTATION 
DATE 

AUDITEE 
COMMENTS 

 
1. The Technology Management 

Division should consider using a 
commercial backup system 
located in another state.  (LOW) 
– CPN 24 
 

Response was not 
sought for low and 
medium 
recommendations. 
 

Implemented February 2007 TM considered but conducts 
incremental and full backups of 
system data and maintains the 
back-ups off-site.  The nature of 
the data being backed up does 
not warrant the expense for a 
commercial off-site back-up 
system to be utilized.  In the 
event of an impending 
emergency, the data backups 
are secured locally, in a 
hardened facility, and 
recovered after the event clears. 

2. The Technology Management 
Division should install security 
cameras at the outside entrance 
of the computer room and inside 
the computer room.  (LOW) – 
CPN 35 

 

Response was not 
sought for low and 
medium 
recommendations. 
 

Planned for 
Implementation 

October 2008 TM has submitted this request 
as a Technology Improvement 
Program request in prior years, 
and it did not get prioritized 
high enough to be funded.  TM 
will look at current operational 
budgets, and determine 
whether this could be funded 
during this (07/08) fiscal year. 

3. The Technology Management 
Division should consider the 
installation of water detection 
devices in the computer room.  
(LOW) – CPN 45 
 

Response was not 
sought for low and 
medium 
recommendations. 
 

Implemented February 2007 TM considered but concluded 
that if water enters the 
computer room, it is already 
too late.  TM already has heat 
and humidity detectors in 
place, which provide warnings 
when particular thresholds are 
hit, so we really are addressing 
this issue already. 
 



REPLY AND IMPLEMENTATION SUMMARY-TM (LOW) 
FOLLOW-UP OF AUDIT OF CLASS APPLICATION SYSTEM 

 

CPN = Control Procedure Number of Co-Sourced Auditors’ Checklist 

 

 
RECOMMENDATION 

 
RESPONSE 

CURRENT 
STATUS 

IMPLEMENTATION 
DATE 

AUDITEE 
COMMENTS 

 
4. The Technology Management 

Division should consider 
allowing users to create a 
naming convention that does 
not allow someone to easily 
guess User IDs.  (LOW) – CPN 
74 
 

Response was not 
sought for low and 
medium 
recommendations. 
 

Implemented February 2007 TM considered but asserts that 
the naming convention that is 
utilized by the City and passes 
through to the CLASS system is 
done through domain 
authentication.  Though the 
first three letters of an ID are 
easy to determine, the last 5 
digits are based on employee 
number-which is not something 
that can be guessed. 
  

 




