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MEMORANDUM OF TRANSMITTAL 

 
To:  Alana C. Brenner, City Clerk 
 

From: J. T. Sirak, CPA  

 Director, Office of Audit Services and Management Support 

 

Dates:  Exit Conference:   October 7, 2009 
 Release:   October 30, 2009 
 
Subject: Audit of Public Records Act Requests Processes 
 (Report No. 10-02)  
 
 
At the City Attorney’s request, we reviewed the current processes and related controls 
employed by the City Clerk’s Office in responding to Public Records Act requests. 
 
We conducted this audit in accordance with generally accepted government auditing 
standards. Those standards require we plan and perform the audit to obtain sufficient, 
appropriate evidence to provide a reasonable basis for our findings and conclusions 
based on our audit objectives. We believe that the evidence obtained provides a 
reasonable basis for our findings and conclusions on our audit objectives. 
 
The following report contains the issues identified during the audit, our 
recommendations for improvement and the City Clerk’s reply regarding the 
management actions taken/being taken with respect to the identified issues.  The first 
section of the report is an Executive Summary  
 
We appreciate the cooperation and courtesies extended by the staff of the City Clerk and 
City Attorney Offices as well as the Police and Technology Management Departments 
during the course of this audit. 
 
 
JTS/bml  

c: Honorable Buddy Dyer, Mayor 
Byron W. Brooks, Chief Administrative Officer 
Conrad C. Cross, Chief Information Officer 
Val Demings, Police Chief  
Mayanne Downs, City Attorney 
LeeAnn Freeman, Police Legal Advisor 
Amy Iennaco, Chief Assistant City Attorney 
Jody M. Litchford, Deputy City Attorney 
Rebecca W. Sutton, Chief Financial Officer 
Brie N. Turek, Chief of Staff  



 

 

 
 
 
 
 
 

 

EXECUTIVE SUMMARY 
 

 



 

 

Audit of Public Records Requests Processes 3 
 

EXECUTIVE SUMMARY 
 

Background 

The Office of Audit Services and Management Support was asked by the City 

Attorney’s Office to review the Public Records Act requests processes to determine 

compliance with the requirements of Florida Statute 119, Public Records.  

 

To ensure that Public Records Act (PRA) requests are handled in a manner 

consistent with Florida Statute and City Code Chapter 2, the City Clerk’s Office 

administers the processing of PRA requests under City Policies and Procedures 

141.5, Public Records Requests. 

 

The City Records Manager is charged with primary responsibility for the proper 

processing and maintenance of public records, including responding to public 

records requests, within the City Clerk’s office. Over 1,000 public records requests 

were processed by City Clerk staff during fiscal year 2009. 

 

Objectives and Scope 

The objective of our audit of the processes and related controls employed by the City 

Clerk’s Office in responding to Public Records Act (PRA) Requests was to determine 

their adequacy to ensure compliance with Florida Statute, City Code and City 

Policies and Procedures. 

  

The scope of our audit included the current processes utilized in responding to PRA 

requests. Specifically excluded from the scope of this audit are documents and 

records of the City requested by lawful subpoena; obtained during review by state 

and federal oversight, regulatory, grantor and cognizant agencies; and obtained or 

examined under contractual agreement between City and other entities and 

individuals. 
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Methodology 

To evaluate and assess the established processes and related controls, we reviewed 

the Florida Public Records Act (F.S. 119), City Code and City Policies and 

Procedures; we also interviewed appropriate City Clerk Office staff, the Assistant 

City Attorney responsible for public records activities and the Orlando Police 

Department Police Legal Advisor and staff who often directly respond to requests.   

 

Based on the above, we identified risks and related controls, and assessed if the 

controls were adequate to reduce, remove or mitigate the respective risks. We 

performed tests to determine whether the identified controls were operating 

efficiently and effectively and performed analysis of those areas where controls were 

identified as insufficient or missing to determine whether material deficiencies 

and/or non-compliance with State statute could occur. 

 

Conclusion 

Overall, the PRA requests processes are well designed to meet City Policy objectives 

and to provide assurance of compliance with the respective authority. Of particular 

note are several best practices implemented under City Clerk authority including the 

implementation of a knowledgeable PRA requests Review Team for non-readily 

available records, efficiency enhancement by identification of repeatedly requested 

documents to allow rapid response through document reuse, promulgation of Public 

Records Act training via the City intranet, and weekly Clerk level review of open 

PRA requests. 

 

Issues 

We did note the existence of improvement opportunities in some areas and 

discussed possible enhancements with City staff during the audit. Following are the 

more significant recommendations along with management’s actions taken/being 

taken: 
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 To help ensure PRA requests received by staff other than the City Clerk’s staff 

are properly addressed, Public Records Act refresher training should be 

scheduled and procedures developed to ensure all appropriate level 

employees receive training. (Pages 13-14) 

 

The City Clerk concurs and will work with HR staff to ensure follow up on 

employee training and with the City Attorney’s Office to develop annual 

refresher training and a policy requiring directors to certify compliance 

similar to the annual certification regarding City ethics policy; both of these 

initiatives are scheduled for implementation in the first quarter of 2010. 

 

 To enhance public records requests fulfillment tracking, the City Records 

Archive Management (CRAM) computer application should be better utilized, 

which would also help reduce manual effort and reallocate resources; 

eliminate request numbering gaps; ensure entry of  fulfillment dates; and, 

monitor actual fulfillment timing compliance with the City Policy 48-hour 

standard. (Pages 14-16) 

 

The City Clerk concurs and has implemented enhanced reporting and use of 

the CRAM system, reducing manual effort and eliminating numbering gaps. 

The new, enhanced reporting is also being implemented for use in 

monitoring fulfillment time performance and will be standard operating 

procedure beginning January 2010. 

  

Details regarding the above as well as additional issues, recommendations and 

management actions are contained in the body of this report.



 

 

 

 
 

 
 
 
 
 

SUMMARY OF RECOMMENDATIONS, 
MANAGEMENT RESPONSES AND ACTION 

PLAN 
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  MANAGEMENT RESPONSE & ACTION PLAN 

 
 

# 

 
 
 

RECOMMENDATIONS 
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O
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C
O

N
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ACTION PLAN 

 
 

TARGET 
DATE 

1. The Public Records/Sunshine Law training 
records should be periodically compared to 
master records of employees required to take 
the training, with notification to take the 
training sent to those employees that have 
not yet done so.  (Page 13) 
      

V 
 

  

Clerk will work with HR staff to ensure follow up on 
employee training.   

1st Quarter 
2010 

2. Employees should be required to 
periodically receive Public 
Records/Sunshine Law refresher training 
for updating purposes and as a reminder of 
their statutory requirements. (Page 14)    
 

V 
 

  

Clerk will work with City Attorney’s Office to 
develop annual refresher training and policy 
requiring directors to certify compliance similar to 
annual certification regarding City ethics policy.   

1st Quarter 
2010 

3. Records management staff should generate 
an automated report from the City Records 
Archive Management (CRAM) system to 
track fulfillment of PRA requests, improve 
efficiency and help ensure compliance with 
State statute. (Page 15) 
 

V 
 

  

Implemented. Implemented 

4. Records management staff should 
investigate the open PRA requests in the 
CRAM system to ensure all have been 
fulfilled and should develop written 
procedures for utilizing of the system 
generated report of open requests to ensure 
fulfillment in the future.  (Page 15) 
 

V 
 

  

Records staff will investigate open requests and 
develop written procedures. 

December 31, 
2009 
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  MANAGEMENT RESPONSE & ACTION PLAN 

 
 

# 

 
 
 

RECOMMENDATIONS 
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ACTION PLAN 

 
 

TARGET 
DATE 

5.  Records management should investigate 
the cause(s) of the missing Public Records 
Request numbers in the CRAM system and 
take the necessary actions to prevent 
reoccurrences. (Page 15) 
 

V 
 

  

Records staff will determine cause of missing 
numbers and prevent reoccurrences. 

December 31, 
2009 

6. The Public Records Manager should utilize 
the CRAM system to document periodic 
review of the actual average time for PRA 
request fulfillment compared with the 
Policy standard of 48 hours. (Page 16) 
 

V 
 

  

Records manager will begin reviewing automated 
report for 48 hour standard on quarterly basis.  

January 1, 
2010 

7. Public records requests from anonymous 
sources should be assigned a consecutive 
number by the responding staff, provided 
to the requestor as identification to obtain 
the documents and the request and 
fulfillment dates entered in a log for use by 
the City Records Manager to document and 
track the fulfillment of such requests. (Page 
16) 
 

V 
 

  

Will implement immediately. 

 

Immediate 

8. An intranet checklist of the most common 
exemptions should be created, maintained, 
and distributed via an email link to 
department heads and/or supervisors. 
(Page 17) 
 

V 
 

  

City Attorney’s Office will create an intranet 
checklist. 

1st Quarter 
2010 



 

 

 
 
 
 
 

ISSUES, RECOMMENDATIONS AND 

MANAGEMENTôS ACTION PLAN 
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ISSUES, RECOMMENDATIONS AND MANAGEMENT ACTIONS 

 
BACKGROUND  The Office of Audit Services and Management Support was 

asked by the City Attorney’s Office to review the Public Records 

Act requests processes to determine compliance with the 

requirements of Florida Statute 119, Public Records.  

To ensure that the requests are handled in a manner consistent 

with the Statute, the City enacted City Code Chapter 2, Article 

XIV, Public Records—Retention and Disposition, designating 

the City Clerk as the manager of the City’s records. The City also 

adopted Policies and Procedures 141.5, Public Records 

Requests, “to establish consistent procedures for efficient 

processing of public records requests.”  

The City Records Manager is charged with primary 

responsibility for the proper processing and maintenance of 

public records, including responding to public records requests, 

within the City Clerk’s office. To assist in meeting this 

responsibility, the Technology Management Division has 

developed the City Records Archive Management (CRAM) 

system which enables the Records Manager to monitor 

compliance with public records requests.  

 The City of Orlando receives numerous Public Records Acts 

requests each year, which can be directed to any City employee. 

City Policy 141.5 states that all employees should immediately 

respond to requests for “readily available documents” which are 

defined as easily retrievable, regularly disseminated to the 

public and do not require additional review (e.g., meeting 

minutes, engineering maps). After assisting the requestor, the 

Policy states employees should email information regarding any 

unusual requests to the Records Manager and the City Attorney 
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responsible for public records coordination. 

All other requests are to be forwarded to the Records Manager 

for processing. According to the CRAM system, over 1,000 

public records requests were processed by City Clerk staff 

during fiscal year 2009, excluding “readily available 

documents” which were not unusual in nature. 

OBJECTIVES AND SCOPE  We audited the City of Orlando Public Records Act (PRA) 

requests processes and related controls with the objective of 

determining their adequacy to ensure compliance with City 

Code, City Policies and Procedures, Florida Statute and/or 

administrative rule. 

    We limited our audit to the processing of Public Records Act 

requests, defined for the purposes of this audit, consistent with 

Florida Statute 119.07 (1)(a), as the communication to any City 

staff having custody of  public records, a request to inspect 

and/or copy such records. 

The scope of our audit included the current processes utilized in 

responding to public records requests. Specifically excluded 

from the scope of this audit are documents and records of the 

City requested by lawful subpoena; obtained during review by 

state and federal oversight, regulatory, grantor and cognizant 

agencies; and obtained or examined under contractual 

agreement between City and other entities and individuals.    

 METHODOLOGY    To evaluate and assess the adequacy of the established 

processes and related controls, we reviewed the Florida Public 

Records Act (F.S. 119), City Code and City Policies and 

Procedures; interviewed the City of Orlando City Clerk, her staff 

reporting to and including the City Public Records Manager, the 

Assistant City Attorney responsible for public records activities, 
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and the Orlando Police Department Police Legal Advisor and 

staff; and obtained and documented an understanding of the 

processes and related controls in place for PRA requests. 

We also performed a risk assessment, associated the identified 

significant risks with the documented controls, and assessed 

whether the controls were adequate to reduce, remove or 

mitigate the respective risks.  

For controls that were determined to be incidentally deficient, 

inadequate, unaddressed or inefficient, in conjunction with the 

City Clerk and her staff, we developed recommendations. 

 CONCLUSION  Overall, the PRA requests processes are well designed to meet 

City Policy objectives and to provide assurance of compliance 

with the respective authority. Of particular note are several best 

practices implemented under City Clerk authority including the 

implementation of a knowledgeable PRA requests Review Team 

for non-readily available records, efficiency enhancement by 

identification of repeatedly requested documents to allow rapid 

response through document reuse, promulgation of Public 

Records Act training via the City intranet, and weekly Clerk 

level review of open PRA requests.  

We did note the existence of improvement opportunities in 

some areas and discussed possible enhancements with City staff 

during the audit. Following are our recommendations along 

with management’s actions taken/being taken. 
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Controls Should Be 

Improved To Ensure 
All Employees Have 

Taken and Are 
Current With Public 

Records Act Training  

 To ensure that Public Records Act requests received by City 

personnel within disparate departments are correctly handled 

according to City Policy, the City Clerk and City Attorney staff, 

with the assistance of Technology Management, have created an 

intranet/Internet based Public Records/Sunshine Law training 

and associated quiz.  The training was created in 2005 and all 

staff directed to read the material and take the quiz; newly hired 

staff is directed to take the training and quiz during the 

orientation process. Upon completing the training and taking 

the quiz, automatic notification is sent to Human Resources 

staff that the individual has completed the training.   

Provision of the training is a control environment best practice, 

particularly as it notifies all staff of their responsibilities under 

State statute. We noted, however, that beyond recording the 

individual’s completion of the training: 

1. There is no follow-up procedure to ensure all employees 

that should have taken the training have done so.  

2. Refresher training is not required to update staff and to 

serve as a reminder of the statutory requirements (the 

records indicate few employees have taken the training 

since April 2005).  

We suggest management consider the following enhancements 

to the Public Records/Sunshine Law training processes: 

Recommendation 1.  The Public Records/Sunshine Law training records should be 

periodically compared to master records of employees required 

to take the training, with notification to take the training sent to 

those employees that have not yet done so.    

Management Action   Concur.  Clerk will work with HR staff to ensure follow up on 

employee training during first quarter of 2010.   
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Recommendation 2.  Employees should be required to periodically receive Public 

Records/Sunshine Law refresher training for updating purposes 

and as a reminder of their statutory requirements.     

Management Action  Concur.  Clerk will work with City Attorney’s Office to develop 

annual refresher training and policy requiring directors to 

certify compliance similar to annual certification regarding City 

ethics policy.  Will implement in first quarter of 2010. 

   
An Automated Public 

Records Systems 
Report Should Be 

Utilized To Track 

Open Requests and 
Monitor Performance   

  The City Records Archive Management (CRAM) system is used 

by the City Clerk’s staff to track fulfillment of Public Records Act 

requests. Upon initial entry of the request information (date 

received, requestor (if known), records requested, etc.), the 

system automatically assigns a sequential record number 

(PRR#) which is then used to track fulfillment of the request. 

Weekly, the Records Specialist transcribes uncompleted request 

information from the CRAM system into a spreadsheet for 

review and follow-up by the Public Records Manager and the 

City Clerk.   

In conjunction with the Records Manager, we were able to 

generate an automated report of the CRAM records. Our review 

of these records revealed that a number of uncompleted 

requests were not included in the weekly spreadsheets prepared 

by the records specialist. Upon further investigation, we noted 

the following: 

a) The preparation of the manual spreadsheet from the 

CRAM records is time consuming and can lead to errors 

of omission.  

b) More than 160 public records requests were not marked 

complete in the CRAM records, most of which were likely 

completed and the records delivered to the requestor, but 

no completion date was marked in CRAM. After review, 
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it appears that staff turnover and a lack of written 

procedures resulted in a staff misunderstanding of the 

process.  

c) Several gaps in the PRR numbering sequence were noted 

even though the numbers are system generated. We were 

not able to readily ascertain the cause(s) of the gaps. 

d) The lack of completion dates impedes the Public Records 

Manager’s ability to monitor actual fulfillment time 

compliance with the City Policy target of 48 hours. 

We recommend management consider the following to enhance 

the City Clerk’s Public Records Act requests fulfillment tracking 

processes.   

Recommendation 3.  Records management staff should generate an automated 

report from the City Records Archive Management (CRAM) 

system to track fulfillment of PRA requests, improve efficiency 

and help ensure compliance with State statute. 

Management Action    Concur.  Implemented. 

Recommendation 4.  Records management staff should investigate the open PRA 

requests in the CRAM system to ensure all have been fulfilled 

and should develop written procedures for utilizing the system 

generated report of open requests to ensure fulfillment in the 

future.   

Management Action    Concur.  Records staff will investigate open requests and 

develop written procedures by Dec. 31, 2009. 

Recommendation 5.  Records management should investigate the cause(s) of the 

missing Public Records Request numbers in the CRAM system 

and take the necessary actions to prevent reoccurrences. 

Management Action    Concur.  Records staff will determine cause of missing numbers 

and prevent reoccurrences by Dec. 31, 2009. 
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Recommendation 6.  The Public Records Manager should utilize the CRAM system to 

document periodic review of the actual average time for PRA 

request fulfillment compared with the Policy standard of 48 

hours. 

Management Action    Concur.  Records manager will begin reviewing automated 

report for 48 hour standard on quarterly basis beginning Jan. 1, 

2010.    

   

 

 

Anonymous Public 

Records Act 
Requests Should Be 

Assigned A 

Consecutive 
Identifying Number 

  

  The City, principally the Orlando Police Department, may 

occasionally receive an anonymous Public Records Act request, 

which is permitted by the Florida Public Records Act. These 

requests are currently handled on an ad hoc basis, with no 

specific procedure for tracking fulfillment of such requests. To 

better document compliance with the Statute and provide 

guidance to staff when responding to anonymous requests, we 

recommend the following process enhancement. 

Recommendation 7.  Public records requests from anonymous sources should be 

assigned a consecutive number by the responding staff, 

provided to the requestor as identification to obtain the 

documents and the request and fulfillment dates entered in a 

log for use by the City Records Manager to document and track 

the fulfillment of such requests. 

Management Action  Concur.  Will implement immediately. 

   

 

An Intranet Checklist 
of the Most Common 

Public Records Act 
Exemptions Should 

Be Created and 

Maintained  

 For non-readily available and non-routine document requests, 

the City Attorney’s Office staff review the documents covered by 

the requests to ensure exemptions and redactions, as permitted 

by the Public Records Act, are correctly addressed. Reliance for 

appropriate exemptions and redactions in providing readily 

available and routine documents is placed on the knowledge of 

the department level staff directly providing the 

documents/records. The City Attorney responsible for 

coordinating public records requests informed us that exempt 

information may change over time and should be 

communicated to staff to ensure appropriate response to the 



 

 

Audit of Public Records Requests Processes 17 
 

requests.  Based on our discussions with the attorney, we 

believe the following process would provide an appropriate 

resource for staff to utilize when fulfilling public record requests 

for readily available documents. 

Recommendation 8.  An intranet checklist of the most common exemptions should 

be created and maintained for use by department heads and/or 

supervisors when processing Public Records Act document 

requests. 

 Management Action   Concur.  City Attorney’s Office will create intranet checklist in 

first quarter of 2010. 

   
 


